Abstract
Introduction
The importance of software is increasing dramatically in nearly all sectors of industry. In the area of business administration, software has become an indispensable core technology. However, more and more products and innovations in most technical fields are also based on software. Traditional application fields are aeronautics, and space and defence systems in which software has already played an important role for a few decades. During the past few years software has also become established in many industrial sectors and products which had been determined by mechanical and electrical engineering traditionally. Within the automotive industry, for example, more and more innovations are based on electronics and software to enhance the safety of the vehicles but also to improve the comfort of the passengers and to reduce consumption and emission.
The increasing share of software in the car is accompanied by certain trends and requirements, such as rising time and cost pressure and high quality demands. These trends are presented in the next section, followed by a description of general problem areas in section 3 and technical challenges facing the automotive company in section 4. The core competencies required to meet these challenges are outlined in section 5. Section 6 provides a survey of current activities and results gained by automotive software technology research at DaimlerChrysler. The article closes with a short summary and the outlook for future work.
Software-related trends
The share of software within a vehicle is steadily growing. At the same time more and more competitive differentiation is realized by means of software-based functions. Current examples are intelligent powertrain control, the Electronic Stability Program ESP, and the active distance control DISTRONIC which recently entered the market as a comfort feature of the new Mercedes-Benz S-Class. DaimlerChrysler experts estimate that 80 percent of all future automotive innovations will be driven by electronics, 90 percent thereof by software. Leading automotive companies will not be able to reach their future strategic goals such as accident-free driving or significant reduction of consumption and emission without software. This will further increase the amount and importance of software in the automotive industry.
The rising share of software in the vehicle is accompanied by a growing complexity of the systems. In the past every single control device had to fulfil a single dedicated task such as electronic injection or airbag control, and the devices were simply connected by pointto-point connections if there was any direct link at all. In the early nineties, more and more functions, such as the Anti Slip Control, were developed which could only be realized by the cooperation of different sub-functions and control devices coupled by a single network like the CAN (Controller Area Network) bus. In the late nineties the engineers started to couple control units using multiple networks such as CAN bus and MOST (Media Oriented System Transport) bus. Thereby, functions were designed which e.g. required the combination of vehicle dynamics and navigation information. Nowadays, functions such as Teleaid are developed which comprise several networks and which are also coupled to the outer-car world via radio link. Teleaid provides the automatic alert of an emergency service in case of an accident detected by the airbag control. A current example for the high degree of software-related complexity of today's cars, shown in figure 1 , is provided by the current S-Class of MercedesBenz which contains more than 50 controllers, more than 600,000 lines of code, three different bus systems and approximately 150 messages and 600 signals. The growing use of software-based automotive functions has led to software gaining a significant impact on the quality of the car. Nowadays, automobiles have to fulfil high software quality demands in order to satisfy the customer and to be in line with legal requirements. The most important quality criteria are reliability, availability, and safety. As more and more interfaces to the driver are realized by software, user friendliness and ease of use also become important quality demands. A mature software development process including cooperation with suppliers, a comprehensive quality management and powerful methods and tools is required to fulfil the high quality requirements.
The automotive industry has to face enormous time and cost pressure. Particularly premium class producing companies have to launch their innovations quickly and to achieve a short time to market in order to gain competitive advantages and to underline their premium image. To the same extent as innovations are driven by software, the share of development cost, as well as warranty and goodwill costs incurred by software, increases. Approximately 25 percent of the cost of the current Mercedes-Benz S-Class is already incurred by electronics, including software. As shown in figure 2 , this proportion will rise by up to 40 percent during the next ten years due to additional safety and comfort systems as well as modern entertainment and infotainment services. On the other hand, the use of software offers a much higher flexibility than can be achieved by realizing innovations with conventional automotive technologies only. Especially appropriate software architectures allow fast innovations and a high degree of flexibility and reuse as well as leading to a significantly more efficient software development.
Figure 2. Proportion of cost incurred by electronics
In contrast to the traditional technologies used in the automotive industry, such as mechanical and electrical engineering, the use of software is subject to a fast succession of technologies. These fast changes hold the danger that software-based innovations become obsolete early and that technologies which were used to realize the innovations are replaced quickly by more powerful ones. Particularly in the field of telematics, innovation cycles are much shorter than the current development cycles of new vehicle models. In order to safeguard innovations and corresponding investments as long as possible, the software technologies to be used in automotive development have to be selected very carefully. Furthermore, the software-based system, its architecture and its interfaces have to be designed openly and flexibly enough to follow the short telematics innovation cycles and to facilitate the easy replacement of old-fashioned telematics equipment during the life-time of a specific vehicle model.
General problem areas
Regarding software-based innovations in vehicles, the depth of the added value created by software at the automotive company represents an important aspect. Currently, a lot of software development is undertaken by suppliers. But more and more automotive companies have decided to develop some of those parts of their software in-house which allow competitive differentiation. Whether an automotive company develops its software in-house or not, it has to face several software-related challenges.
The control of the increasing complexity of the systems represents a core challenge. The complexity problem affects different phases and elements of system development, especially the specification of the requirements, the design and the architecture of the systems as well as the integration and testing of the subfunctions and sub-systems. Complexity control becomes even more difficult if several suppliers are involved in the development of the system.
An indispensable prerequisite for the efficient development of dependable software-based systems is a mature requirements specification. In practice, this objective is very difficult to achieve, particularly because not all requirements are clear or stable right from the start, and a lot of changes in the requirements become necessary in the course of development due to technical or customer-related reasons. In-house experience has shown that, on average, more than 40 percent of errors which occur during the use of an automotive software-based function are attributable to requirements errors caused by immature specifications.
The development of electronic control units for automotive use becomes even more complicated if it takes place in cooperation between an automotive company and suppliers. In many projects the hardware and major parts of the software are developed by suppliers, while software functions which allow competitive differentiation are built by the automotive company. In this case, even more emphasis has to be put on the maturity of the requirements specification and the integration and testing aspects. The entire development process, as well as quality management, has to include the suppliers' part and the aspects of distributed development.
Due to the high time and cost pressure, the productivity of the software development is of great importance for an automotive company. One objective within this context is the increasing reuse of development results such as requirements, models, functions, and software components. Today, the degree of reuse is low. There is a lack of constructive prerequisites such as an open and flexible software architecture to facilitate reuse and integration of existing code into newly built systems. As a consequence, some functions are built nearly from scratch for each vehicle model.
The efficiency of the software development and the quality of the software-based systems can be improved significantly by the use of appropriate methods and tools. Nowadays, methodological and tool support exists for different single tasks and phases of development. Unfortunately, there is no chain of methods and tools which seamlessly support the whole development cycle from requirements specification to integration and testing. As a consequence, gaps between phases have to be covered manually, which is an error-prone and timeconsuming exercise. Furthermore, tracing of information such as requirements or design decisions and change management are awkward, involved and costly. This missing seamlessness of processes, methods and tools is already an unavoidable problem in the field of software technology. Its dimension increases if one considers the interdependencies of software and other core disciplines of automotive development such as electrical and mechanical engineering. Currently, each discipline has its own processes, methods and tools. The lack of harmonization between these worlds causes many expensive errors or changes in the course of the development of a new vehicle model.
Technical challenges
The use of software in vehicles is characterized by certain technical circumstances and challenges.
Apart from telematics applications such as navigation, in-vehicle software generally forms part of an embedded system. This requires a close connection between software and hardware development or at least, if standard hardware is used, a consequent consideration of hardware aspects during all software development stages. In many cases, hardware components have to be simulated in early software development phases as they are not yet available or their availability is limited or costly.
Very often embedded systems in a car have to fulfil hard real-time requirements. For instance, an airbag controller only works correctly if it reacts within a precisely defined period of time if an accident is detected. In practice, both design and testing of real-time properties are complicated tasks and require a lot of modeling, simulation, and practical trials.
An additional challenge is provided by the growing complexity, namely the high degree of connectivity between the electronic control units. Not only the design of the overall system, including an appropriate, open and flexible software architecture, but also the integration and testing of the system are complex and elaborate tasks.
The use of embedded systems in the vehicle is accompanied by real-time requirements and also by limited capacity of storage. This limitation is often the result of space or cost restrictions. Due to the large number of cars which are to be equipped with certain components or electronic control units the cost of each single unit has a perceptible influence on the profit margin of a vehicle model.
As software is used to realize more than simple comfort functions, high reliability and safety requirements have to be met by the systems. This requires a proper and mature development process and the use of appropriate state-of-the-art methods in all development phases. Suitable and powerful constructive and analytical measures have to be taken to ensure and to prove the required system safety and reliability, taking into account all relevant software aspects.
The increasing use of software-based driver interfaces and new MMI-concepts makes strong demands on the ergonomics of the system. The system has to be easily and intuitively usable by the driver without causing any dangerous situations, for instance by distracting him from the traffic.
Required technological core competencies
The discussion of the general trends and problem areas and the more detailed technical challenges show that an automotive company has to have or to develop certain software-related competencies. In most cases, the importance of these competencies is independent of whether the actual software coding takes place in-house or is carried out by suppliers.
Requirements engineering is the most important competency to avoid errors in early development stages and to reduce cost caused by requirements changes. Requirements engineering comprises appropriate techniques for elicitation, specification, modeling, and management of requirements. In particular, requirements tracing and change management are necessary to control the technical and economic impact of requirements or design changes.
As efficiency and time to market are of high competitive importance, the automotive company has to be able to define, analyze, assess and improve its development process systematically. A high degree of process maturity does not automatically guarantee high efficiency and quality, but it is an important prerequisite for both the manufacturer and the supplier.
The software architecture is a central element of the system of software-based innovations. Hence, the automotive company has to be able to design and maintain an open and extendable overall architecture and corresponding interfaces in order to facilitate the fast integration of innovations and the flexible replacement or reuse of software components and control devices.
Systematic testing is indispensable in order to detect errors as early as possible. This applies to software developed in-house as well as -to an even larger extentto software supplied by partner companies. Special emphasis has to be placed on the aspect of integration of different components from different sources. In early development stages appropriate analysis and testing techniques, such as reviews, inspections and simulations, have to be applied to specifications and design models. Apart from functional behavior, performance aspects such as real-time system properties also have to be considered.
Software quality management has to cover the entire development process including the aspects of software acquisition and cooperation with suppliers. In order to avoid errors occurring due to method or tool inconsistencies and corresponding manual work, the automotive company has to be able to integrate appropriate methods and tools to achieve a seamless chain of computer support. Finally, usability engineering is an important competency to provide user-friendly softwarebased driver interfaces. The aspect of usability has to be taken into account throughout the whole development process starting with the specification of requirements in order to avoid late and, hence, expensive changes.
An additional requirement is caused by the growing complexity of the systems accompanied by the combination of functions of different areas such as vehicle dynamics, powertrain management, and telematics. As a consequence, appropriate architectures, as well as specification, modeling and testing techniques, are required which reconcile the different scientific disciplines involved, such as software engineering, control engineering and communication technology.
Model-based development is an essential technological competency if the automotive company carries out inhouse software development. It facilitates early simulation and error detection as well as automatic generation of target code. Thereby, development becomes more efficient and the quality of the system can be improved significantly.
Selected research activities and results
In order to take the current trends and the resulting challenges and requirements into account, a Software Technology Research Lab was established at DaimlerChrysler in 1998. The work is divided into the areas of Process Organization, Software Architectures, as well as Methods and Tools and serves all business units of DC. The most important application areas are placed within the automotive sector. Both for the Passenger Cars Division as well as for Commercial Vehicles innovative solutions are being developed in the fields of vehicle dynamics, powertrain, comfort electronics, telematics, and sales. In addition, specific software technology topics are worked on for subsidiary companies, in particular for the European Aerospace and Defense Company EADS.
Processes
Based on established process standards such as the Vmodel propagated by the German Ministry of Defense, several similar process models have been developed at different automotive companies. Recently, a processoriented software quality management handbook was released at DaimlerChrysler providing clear guidelines for the different software development steps. Experience has shown that specific reference models are required for the different automotive application areas such as vehicle dynamics, powertrain, body electronics, and telematics. The differing requirements are mainly related to the duration of the respective development cycles, to the degree of dependence from vehicle prototypes and trial rides, and to the involvement of the end-user. For instance, in the field of vehicle dynamics software development is closely coupled with the development of vehicle prototypes, whereas the integration of many cooperating, complex subsystems and the direct involvement of the driver is of greater importance in the area of body electronics.
In projects which involve not only the development of pure system functionality but also the design of user interfaces, e.g. for telematics and body electronics applications, the reference models are extended by the sub-process of "user-centric design and development". This sub-process aims at the seamless integration of all usability aspects into the entire software development process [1] .
Major elements of DaimlerChrysler's research into requirements engineering are described in [2] . The work is focused on methodological aspects such as elicitation, specification, and refinement of requirements. It is complemented by corresponding analytical measures such as early simulation of requirements and the derivation of test cases from specifications. Requirements management represents another important area of work comprising the structure, administration, and tracing of requirements across the entire system life cycle. An essential result of this research work is a generic information model for requirements management which has been tailored to several automotive and aerospace applications. In order to provide powerful computer support the model has been mapped to different existing requirements management tools such as DOORS.
The specific problems occurring during cooperation with suppliers are tackled in a project focused on software acquisition management [3] . An appropriate process model has been developed which comprises the organization, the methodological support and the establishment of an efficient process for cooperation with suppliers. Emphasis is placed on quality and risk management on the part of the customer as well as on interaction with the corresponding procedures on the part of the supplier. Furthermore, a specific technique has been defined for the assessment of suppliers and their products.
Methods and tools
Major progress has been made in the area of methods and tools for automotive software development during the last few years. Tools for model-based development have found their way into the automotive development departments, and computer support has also been established in the areas of requirements management and testing.
At DaimlerChrysler Research significant effort has been made during the last five years to improve the methodological foundations of automotive software development, as well as the integration of tools and systematic and efficient testing. Test tools in particular contribute to a significant increase in test efficiency.
The design of test cases has a decisive impact on the quality of a test. Apart from common test criteria related to the coverage of the program code the required and specified functions of the system for the test must be considered. The Classification-Tree Method [4] The tool MTest provides a powerful computer support for testing on the level of system models [7] . Thereby, errors made when modeling software-based functions can be detected early, i.e. before the actual coding process starts. Test cases defined for testing the model can easily be reused in later phases for testing software components and the completed system. MTest is based on the modeling tool Matlab/Simulink and is mainly used in the area of vehicle dynamics at present.
In the area of embedded systems, the correct behavior of the system depends on the fulfillment of functional as well as of real-time requirements. At DaimlerChrysler Research a new approach to real-time testing has been developed which is based on the use of evolutionary algorithms [8] . It has been successfully tried out in the areas of motor electronics and airbag control. The objective of the evolutionary test is to detect errors within the run-time behavior of the system. Input situations are searched for which lead to extremely short or extremely long execution times causing the system to fail the specified timing requirements. The search for these input situations is regarded as an optimization problem to be tackled by means of evolutionary algorithms. The target function of the optimization is provided by the execution times. The input domain of the system defines the search space.
Software architectures
As the architecture of the software is an essential element of the system ability of an automotive company, DaimlerChrysler Research currently works on both the design and the evaluation of in-vehicle software architectures. In the course of an evaluation an existing architecture or a draft version is analyzed with regard to different criteria in order to check whether or not given requirements are met, for instance concerning complexity or extendibility [9] . In general, the development of an architecture is based on a control circle between design and evaluation. In particular, the interplay between these tasks becomes very important if changes occur in the course of the software development. As the software architecture in a vehicle also depends on the mechanical and the electrical architecture there is also a mutual interdependency between the physical construction of the vehicle and the architecture of the software.
Currently, new architectural concepts are being tried out in DaimlerChrysler research cars. For example, an integration platform for the dynamic configuration and control of software modules has been developed for innovative driver assistance systems. This platform, called Agent Network System ANTS, is based on agent technology. The major advantage of this approach is the fact that the system can be flexibly extended by additional algorithms and control units and that existing software can be reused very easily. Furthermore, the architecture facilitates the cooperation and fusion of functional units which can be used for different applications in the form of a unit construction system.
DaimlerChrysler's research in the field of software architecture also comprises domain engineering and generative programming [10] .
Conclusion and outlook
Due to the increasing use of software in the processes and products of automotive companies, software has a significant impact on product quality and company productivity. In order to meet the corresponding challenges and requirements, specific software competencies are required which cover both in-house software development as well as cooperation with suppliers. At DaimlerChrysler's Software Technology Research Lab innovative and powerful approaches are elaborated which comprise the areas of process organization, software architectures, and methods and tools. Numerous research results, such as systematic requirements engineering processes and testing techniques, could already be transferred successfully to projects, processes and development environments of DaimlerChrysler business units. Amongst other things, future work will focus on the model-based development of distributed systems, on the elaboration of a product line approach for future in-vehicle software architectures, and the integration of processes, methods and tools from the different areas of software, mechanical, and electrical engineering.
